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Privacy is dead on Facebook.
Get over it.

Cool kids don't care about privacy, claim CEOs. So, neither should you.

S THINK |

Discuss |Gy Related

ﬁ By Helen A.S. Popkin

msnbc.com

updated 1/13/2010 8:56:58 AM ET Print | Font: AA + —

Once upon a time at Facebook, or so the story from an anonymous Facebook employee goes, there was a
general password employees could use to access Facebook accounts. For kicks and giggles, some Facebook

employees, including the one recently interviewed on the Rumpus Web site, did just that.

Two Facebook employees got fired, says Anonymous Facebook Employee, for manipulating user profile

information. Others, such as Anonymous Facebook Employee, just peeked.

ELECTRONIC
FRONTIER
FOUNDATION

About Issues Our Work  Take Actl

Google CEO Eric Schmidt Dismisses the
Importance of Privacy

NEWS UPDATE BY RICHARD ESGUERRA | DECEMBER 10, 2009

Yesterday, the web was buzzing with commentary about Google CEO Eric Schmidt's
dangerous, dismissive response to concerns about search engine users' privacy. When asked
during an interview for CNBC's recent "Inside the Mind of Google" special about whether
users should be sharing information with Google as if it were a "trusted friend," Schmidt
responded, "If you have something that you don't want anyone to know, maybe you

shouldn't be doing it in the first place."
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B It s Your Turn
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An image recovered using a new model inversion
attack (left) and a training set image of the victim
(right). The attacker is given only the person’s name
and access to a facial recognition system that returns
a class confidence score. (Fredrikson et al., CCS 2015)
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B k-anonymity

Voter Registration Data

Name Age | Sex Zipcode
Ahmed | 25 Male 53711
Brooke | 28 Female | 55410
Claire 31 Female | 90210
Dave 19 Male 02174
Evelyn | 40 Female | 02237
Patient Data

Age | Sex Zipcode | Disease

25 Male 53711 Flu

25 Female | 53712 Hepatitis

26 Male 53711 Brochitis

27 Male 53710 Broken Arm

27 Female | 53712 AIDS

28 Male 53711 Hang Nail

Figure 1. Tables vulnerable to a joining attack

Age Sex Zipcode Disease
[25-28] | Male | [53710-53711] | Flu

[25-28] | Female | 53712 Hepatitis
[25-28] | Male | [53710-53711] | Brochitis
[25-28] | Male | [53710-53711] | Broken Arm
[25-28] | Female | 53712 AIDS
[25-28] | Male | [53710-53711] | Hang Nail

Figure 2. Single-dimensional anonymization

Age Sex Zipcode Disease
[25-26] | Male 53711 Flu
25-27]) | Female | 53712 Hepatitis
[25-26] | Male 53711 Brochitis
T gI728] | Male [53710-53711] | Broken A
[25-27] | Female | 53712 AIDS
> <C27-28] | Male [53710-53711] | Hang Nail

Figure 3. Multidimensional anonymization
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* Theory: €=In 3,eDP
Pr(Yes | Yes) 3/4  Pr(No | No)

=3.

Pr(Yes | No) 1/4 Pr(No| Yes)




B DP Machine Learning

N A el TR and projection of outliers
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Federated Learning model development. Figure 2: A user’s phone
personalizes the model Iocalg/, based on her usage (A). Many users’
updates are then aggregated (B) to form a consensus change © to
the shared model. This process is then repeated
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